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REMOTE ACCESS PROCEDURES

10.x VPN Client Configuration Procedures

Date: 12/18/2008, Updated 9/9/2010
Author: Bruce R. VanTassel

These procedures are specific to the Nortel VPN 10.x client releases.

Follow the instructions in screen dumps below to configure the 10.x VPN client
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‘ VPN Connection!

Connection Information:

Nortel VPN Client Click
Profile
Edit the profile Wizard

Profile Wizard No profile defined

View Logs User Credertials

Help

About

Exit
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Setup VPH Connection profile

The VPN Client creates a secure connection to a remote network. This
wizard will guide you through creating a connection profile that stores the
information needed to connect you to a particular remote network.

Profile Name [moc ven
Description (Optional): I

I Global Profile

Enter a name
Click Next

@] Nortel VPN Client Profile Wizard =10 =]

Setup VPN Connection profile

VPN Client supports both IPSec and SSL tunnel types.

Please select a tunnel type for the connection profile.

' |PSec Tunnel
s SSL Tunnel

Accept default
IPSec
Click Next

Previous Cancel

Setup VPH Connection prafile

What is the Host Name or IP Address of the VPN Router at the remote
network?

Destination:  |vpn.miamidade. gml

vpn.miamidade.gov
Click Next

Previous
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[ Nortel VPN Clicnt Profile Wizard =101

Setup VPN Connection profile

The VPN Client Switch can validate your identitiy based on a Username
and Password. a Token Card. or a Digital Certificate (with or without
smartcard).

Please select the Authentication type for this connection. If you are
unsure, select Username and Password.

s

Hardware or Sa Accept default,

Digital certificate and smartcard Username and
Password,

Click Next

SH
-
I

Previous

(@] Nortel VPN Client Profile Wizard I =] 5

Setup VPN Connection profile

You will need a user name and password (assigned by the Network
Administrator) to connect to the remote network.

Enteryour User Name:  [miamigadelbrucevt

Enter your Password: J [sessessnsssssssed

Enter Active Directory
credentials,
Click Next

Previous

(@] Nortel VPN Client Profile Wizard P ] 55

Setup VPH Connection profile

Besides a Usemame and Password. did your Network Administrator give
you a Group ID and Group Password? If you are unsure, select No.

" No.ldon'thave a Group ID and Group Password.

& Yes, | have a Group ID and Group Password

Group ID: IGroup\DsemYou|

Group Password:  [sessessssses

Enter the
Group |ID/Password
provided you,
Click Next

Previous
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[@]Nortel VPN Client Profile Wizard = (=]

Setup VPN Connection profile

‘Would you like to automatically dial a Dialup Connection before

establishing your VPN Connection?

" Yes, | want to'Make a Dial-up connection first

Accept the default of No...
Click Next

(@] nortel VPN Client Profile Wizard P ] 55

Setup VPH Connection prafile

‘Would you like to av i ication before andfor after
lish your VPN cor ion?

& 'No, | do not want to |aunch applications. |

Yes, | Wgnt to launch application(s) before or after my VPN connection is
establisl

Accept the default of No...
Click Next

Previous

[ Nortel VPN Client Profile Wizard =101 %]

Setup VPH Connection profile

Failover profile is a profile that will be tried if server can't be reached
using current profile. Please select a Failover profile from the list.

@ L will not define a failover profile

© Twilld a failover profile

Accept the default of | will not...
Click Next

Previous
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COUNTY

(@] Nortel VPN Client Profile Wizard P =] 5

Setup VPH Connection profile

Please select the type of Keepalives to be used for the VPN connection.

' Np Keepalives
@ Active Keepalives (Dead peer detection)

" Passive KeePyives (No Dead peer detection)

Accept the default of Active...
Click Next

preveus | [ Tie

[ nortel vPH Client Profile Wizard =101 %]

Setup VPH Connection profile
Your Connection Profile is complete!

To test your new connection, enter your Password and click Connect after
Exiting the Wizard.

To Exit the Wizard. click Finish button_

Click Finish

Previous | [

(@] Nortel VPN Client x|

“ YPN Connection: [MDC VPN =

[~ Connection Irformation

Nortel VPN Client Tunneltype:  IPSec
Authentication: Group Password

Destination vpn miamidade gov
You are taken
e N to the connect _

Usemanme: [miamidade bricevt dial 0g.

Password: [ressssssssssseses

Help

fbout

Bt

Configuration complete; see “10.x VPN Client Connection Procedures.pdf” for
instructions to connect to the Miami-Dade County network.



