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Overview:

This guide provides guidance for departments to manage Netmotion access for
their client systems. A client system is indicated in the administrative console
as a device.

Departmental Netmotion Admins:

Each department is responsible for assigning qualified technical staff to
administer Netmotion access. The department has created an AD group, will
manage membership of this group and informed the County Netmotion team
of the group name. County Netmotion team has provided needed access rights
to the group.

Netmotion Device Groups:

There are various device groups on the Netmotion system that control access

and settings of client devices. Access is controlled by device groups as

follows:

e The “New” Group: Any newly connected device will be put in the

New device group. All devices in this group are quarantined. Devices
in this group older than 24 hours may be removed without notice by
the Netmotion team to free up licenses. To authorize access a
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departmental Netmotion admin will move a client system from the
“New” group to an appropriate department device group.

e The “Manual Quarantine” Group: Accessible to departmental admins
to indicate a manually quarantined device. Devices in this group may
be removed without notice by the Netmotion team to free up licenses.

e [Departmental] Groups: ie. “WASD Devices”: Systems authorized for
Netmotion access by the departmental administrator. Devices therein
are not quarantined.

To access the Netmotion management console:

Browse to one of the mobility servers, (make sure https):
e https://netmotionadminl.miamidade.gov
e https://netmotionadmin2.miamidade.gov
e https://netmotionadmin3.miamidade.gov

y Enter Credentials
Enter a valid user name and password to access
the system. You may have to enter your user]
name in the form domain\name. and

User name:
Password: there you are...
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How to release a quarantined device:

From the management console, locate the quarantined device and assign it to
an appropriate group.
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Status

£\ In 28 days a license key will expire. When the key expires, the associated funct
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Show: [Quarantined Devices ™I Apply | Columns.

Device count: 6 Page [ of 1 Page Size: [50 &
Select: All / None

Device Name

Version 0s Last Connect
CCLNGCREWS 10.00.13327 Win7
E306983-TAB % New AE\ffria 9.50.42566 Win7 2013-05-08 11:33 A
HLINA-2-LAP A ew 9.50.42566 Win7
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WCURRY-TEST A New

Select the system you want
to free up, assign it to the
appropriate group, click OK.

Click on a Device Name to view device details.

| Wireless, Inc. A

How to locate a device:

See the below management console screen dumps for guidance on how to
locate a device.
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Peak: 157 sirke reset, 157 Metime Search: Devess | | Users | 7 Current connections

=
e Mpmurv

Device;

Show: Foruce” org | Cotmns.
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Apply
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P 2013-09-03 02:15 PM EDT
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vicd NAC Quarantined Devices
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How to assign a static IP to a device:

NOTE: User department admin access to set static IP
addresses has not yet been implemented pending a fix by the
vendor. In the interim, contact the enterprise Netmotion team
for static IP assignments.

Some departments require a static IP address be assigned to devices so as to
track their location. To assign an IP address, from the management console,
locate the device and assign it to an appropriate group.
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MoBILITY
Devices

show: [Al 2] ooty | _Columns.

Device count: 3 Page ] of 1 Page size: [50 9]

Select: All / None  Configure | Bgmove Devices [Set Group V] ok
Device Name + ' Devic p Last User Version 0S Last Connect Last Disconnect Registered

BERMU-LAP A paw 10.00.13327 Win7 2013-10-29
£ BRUCEVTTABE MDFRO2 STATICYQDEVICES MIAMIDADE\brucevt 10.00.13327 Wing 2013-10-30 09:27 AM EDT 2013-10-30 09:34 AM EDT 2013-10-23
@ & WO14BRUCEVT MDFRO2 STATIC IP DRICES miamidade\brucevt 9.50.42566 Win7 2013-10-30 08:57 AM EDT 2013-10-30 09:02 AM EDT 2013-03-0§

" iz configured with setting overndes. (4 Device *

oo

ofigured, but has o zetting overrides. Click on s O

me to view device details
© 1995-2013 NetMotion Wireless, Tnc. All rights reserved.
Locate the device, (see instructions

above), select it. click configure Configure for static IP address.

/xlv has been reported that some Win8

applications require a default gateway Help | Logoft
-if 50 use 10.190.63.254) —_

-
‘MoBILITY

Client Settings
< Devices | Group = Collapse/expand all
@ Global Client Settings Appraved Devices al Address - Allocation ! %
< @ Device Setting Overrides Custom User Group Assignmeny |
€ ¥ Manual Quarantine [ Disconnect Earlier Client Versifns {
€ MDFRO1 DYNAMIC IP D Encryption Type 7 [
4 3 MDFRO2 STATIC 1 DEV __ Suite B Compliance |
) BRUCEVTTABS - Server Addresses ]
T teor Types Client Can Use |
T3 wNew [00f 1] Sitmiont
< & User Setting Overrides Application Inactiviby Static address: 1919063 50
Client Network Failgver Retry Subnet prefix length: /
Enfiover Ping Subnet mask: 255.255.224.0.(global serer setting)
Keep Alive Rat Default gateway:
Link Inactivit
virtual i
Ll location] Click here to fill in the default value.
DHCP User Class
- Web Acceleration © The source of the 1P addresses the Mobility server allocates to
Images Mabiity cients when they connect. These addresses can come from a
Ports DHCP server, or from a pool of vald IP addresses reserved for this
< > jle > surpose.
© 1999-2013 Nethotion Wireess, Inc. All ights reserved,
ok -

How to remove devices:

/© Mobility Devices - Windows Internet Explorer =10f x|
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MoBILITY
Devices

show: [Al ™ Aoply | Columns.
Device count: 3 Page [l of 1 Page size: [50 |V
Select: All / None Configure | Remove Devices | Set Group V] ok

Device Name + | Device Group Last User Version 0S | Last Connect Last]
[m] BERMU-LAP 48 oy 10.00.13327 Win7
[J #& |BRUCEVTTAB8 MDFRO2 STATIC IP DEVICES MAMIDADE\brucevt 10.00.13327 Win8 2013-10-30 09:27 AM EDT 201
# WO14BRUCEVT MDFRO2 STATIC IP DEVICES miaNjdade\brucevt 9.50.42566 Win7 2013-10-30 08:57 AM EDT 201]}

o Dewcma 2 Device Name to view device details.
Locate the devices to be  tion wireless, Inc. Al rights reserved.

removed, (see instructions
carlier), select it and click
remove devices.




